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Goals, Hopes & Dreams

= Help people understand SEAndroid
- How it works fundamentally

- How it’s helping secure your Android device

= Provide a starting point for interested people to get exploring

= Prove that Android security isn’t terrible.
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Introduction to SEANndroid
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Access Controls —= DAC vs. MAC

Access Controls restrict a subject’s access to an object

Discretionary Access Control (“DAC”)
Subject can pass controls to another subject
Accidentally or intentionally

Examples: Linux file permissions (read/write/execute)

Mandatory Access Control (“MAC”)
Security is governed by a central security policy administrator (i.e. the kernel)
Owners are unable to override policy

Examples: SEAndroid, TrustedBSD (Apple iOS)
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Access Controls — Linux DAC Weaknesses

“root” user is too powerful
Access to objects is entirely at discretion of owner

Certain objects lack checks (or can be overridden)
Sockets, “ioctl” calls

“sudo” users

Doesn’t allow fine-grained control

Relies on Linux user/group
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Access Controls — Linux DAC Example

Linux file permissions include 9-bits for manipulating file access

@xr—xr—x 4 nits nits 4096 2011-12-26 01:55 Desktop

AdrWXr-Xr-X w o
I | | X - execute

Type User Group Others
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Access Controls — Linux DAC Example (cont.)

Alice creates a file to store sensitive information

By default, Alice owns this file

Alice wants to share the file so that Bob can access it

Since Alice owns this file, she is allowed to alter the permissions

Alice sets the “other” permission bits of the file so that other users can read the file

Alice doesn’t realize all users can now view this file

Eve finds and accesses Alice’s file

Alice is sad
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SELinux + SEAndroid

Security Enhancements for Linux (“SELinux”)

Originally developed by NSA in 1989
SELinux ported to Android as SE for Android (“SEAndroid”)

Introduced by Google into Android Open-Source Project (“AOSP”) in 2012
Added to tree in 4.2 (Q4 2012)
Enabled in permissive mode by default in 4.3 (Q3 2013)

Enabled in enforce mode by defaultin 5.0 (Q4 2014)
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SEANndroid Modes

Permissive Mode
Log all violations
Not really doing anything
Enforcing Mode
Blocks (and optionally logs) violations

Required!
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SEANndroid Goals

Restrict high value targets on Android
System daemons

Devices, sockets, sysfs/procfs

Further isolate/sandbox applications

Linux DAC + SEANndroid

Neuter the “root” user
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Labels & Rule Format

All objects receive a label

Domain — Label for a process(es)

Type — Label for an object (“myfile”, “testbin_socket”)

Class — The category of object (file, socket, property _service)

Permission — The operation/action being performed (read, write, open, ioctl)
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myfirstrule.jpg

New binary “/system/bin/mytool” needs to read from “/system/etc/mytool.config”
“/system/bin/mytool” is labeled as “mytool_file”

“/system/bin/mytool.config” is labeled as “mytool_conf”

Add a rule to create the mapping:
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Rules, Rules, Rules

Rules are defined in “*.te” files

Google provides a working starting point for OEMs
Macros
Dozens of “*.te” files
Class definitions
OEM/ODM/SoC vendors will need to add and change content per device

We’ll be focusing on this later
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Compiling Rules

policy.conf

initial_sids

l

i

genfs_contexts

port_contexts

system/sepolicy/security_classes

device/$SoC/common/sepolicy/security_classes

device/550C/SDEVICE/sepolicy/security_classes

SELinux Compiler

external/selinux

system/sepolicy/adbd. te

device/$50C/commaon/sepolicy/adbd.te

device/$SoC/$DEVICE/sepolicy/adbd.te

system/sepolicy/app.te
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Files of Interest

/sepolicy — Binary policy containing rules
[file_contexts(.bin) — Labeling rules for files
/service_contexts — Labeling rules for system services
/property _contexts — Labeling rules for properties

/system/etc/security/mac_permissions.xml — Labeling rules for applications
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Attacking Android without SEAndroid
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Darker Days: Race to “root”

Attacking Android used to be a race to “root”
Many core Android daemons run as “root”

“root” can load kernel modules

Usually required 1-2 exploits to compromise a device
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Darker Days: GingerBreak

CVE-2011-1823 / “GingerBreak”
Exploits volume manager daemon (“vold”) which runs as “root”

Third-party application = “root” user (1 exploit)
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Darker Days: GingerBreak

Obtain PID of “vold” process => Read “/proc/pid/cmdline”

Obtain addresses of “vold” => Walk Global Offset Table

Send netlink message to “vold” => Open AF_NETLINK socket

Trigger exploit code to run => sendmsg() + non-system binary executed
Exploit code remounts drive => remount + chmod()/chown()

Execute final priv. esc. payload => execute “setuid” binary
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Darker Days: GingerBreak vs. SEAndroid

Obtain PID of “vold” process => Read-“/proe/pidicmdiine” [Blocked]

Obtain addresses of “vold” => Walk-Glebal Offset Table [Blocked]

Send netlink message to “vold” => Oper-AFNETLINK-soecket [Blocked]

Trigger exploit code to run => senrdmsg+non-system-binary-executed [Blocked]
Exploit code remounts drive => remeunt+echmod{ichewn( [Blocked]

Execute final priv. esc. payload => execute “setuid” binary Allowed? But still running same
context...
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Darker Days: WeakSauce

Local privilege escalation to “root” through unprotected UNIX socket + daemon
Introduced by HTC-branded devices
Found and reported by @jcase as “WeakSauce” in 2014

Third-party application (with INTERNET permission) = “root” code execution (1 exploit)
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Darker Days: WeakSauce vs. SEAndroid

Local privilege escalation to “root” through unprotected UNIX socket + daemon
Introduced by HTC-branded devices
Found and reported by @jcase as “WeakSauce” in 2014

Third-party application (with INTERNET permission) = “root” code execution (1 exploit)

Socket interactions in “/dev/socket/” restricted by default SEAndroid policy
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Darker Days: CVE-2016-2060

= Local privilege escalation in “netd” daemon to “radio” user on Qualcomm SoC devices

Hundreds of devices

Android 2.3 — 5.0 (5 years+)
= Reported to Qualcomm by Mandiant in May 2015

= Third-party application - “radio” user (1 exploit)

Home > FireEye Blogs > Threat Research Blog > Exploiting CVE-2016-2060 on Qualcomm Devices

Exploiting CVE-2016-2060 on
Qualcomm Devices

May 05, 2016 | by Jake Valletta | Threat Research, Vulnerabilities
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Darker Days: CVE-2016-2060

CVE-2016-2060 allows...
Access to contact and SMS/MMS DB
Access to radio baseband devices
Privileged filesystem access
Alter/influence network stack

Ability to modified privileged system properties
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Darker Days: CVE-2016-2060 vs. SEAndroid

CVE-2016-2060 allows...
——Access-to-contactand-SMS/MMS DB

Limited access to radio baseband devices

i iloaod fi

Alter/influence network stack

Limited ability to modified privileged system properties
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Exploitation Techniques for Modern Devices
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Rube-Goldberg Reality
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Target the Context, not the User

Key questions to ask:
What's our objective?
What have the OEMs added?

Has AOSP policy been altered?
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Step 1 — Obtain SEANndroid Files

Use Android Debugging Bridge (“adb”)

“shell” user is able to pull policy files

Most files are cleartext
“file_contexts” was converted to binary format in Nougat

https://github.com/jakev/sefcontext-parser

“sepolicy” file is another story...
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https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser

Step 2 — Pick a Target

03:12:32 /Testing/Honor6X 7.0.0% adb shell
bullhead:/ $ id

uid=2000(shell) gid=2000(shell) groups=2000(shell),1004(input),1007(log
),1011(adb),1015(sdcard rw),1028(sdcard r),3001(net bt admin

bt),3003(inet),3006(net bw stats),3009(readproc)
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Step 3 — Parse “sepolicy”

= Goalis to use ‘sesearch’ to run queries against “sepolicy”
= Parsing “sepolicy” rules file is surprisingly difficult
- Google has deviated from SELinux project and is not merging upstream

- There is no clear build chain for building Google’s port of libsepol

Examine android (v30) selinux policy

A I'm trying to find what paolicy is actually enforced by my phone using selinux. You'd think this would be
easy. After all, for security it is good to verify that your policy matches expectations. Unfortunately, I've
found this shockingly hard to do, because A) android seems to use a forked policy version 30, and B)
the policy toolchain seems to have a very low-quality build process (lots of hard-coded paths, etc.).

11
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Step 3 — Parse “sepolicy” (cont.)

Tt

jakev commented on May 24, 2016 Contributor | +(@) &

Thanks for the great tool and your commitment to keeping it updated! Do you have any plans to support

parsing sepolicy files extracted from Android devices running Marshmallow or newer? I believe it is policy
version 30,

If this is something you'd like to support, I can gladly provide sepolicy examples or help contribute,

% pebenito added the [ETmagy label on May 25, 2016

pebenito commented on May 25, 2016 Collaborator  +(z)

w30 polices are already supported; you can open the Android sepolicy files. However, the sepolicy from
Android M is not supported, as its v30 policy format diverged from the upstream SELinux.

@ # pebenito closed this on May 25, 2016
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Step 3 — Parse “sepolicy” (cont.)
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Compile and install SELinux tools
SELinux tools are provided in a prebuilt form which includes:

= Python scripts (and their shell script wrappers) within the

p

SANDROTD_BUILD. TOP/ external /selinux/prebuiles/bin/ directory

= Python packages (inclding =.o compiled files) below

$ANDROTID_BUILD_TOP/p ilts/python/1i

2.7.5/14

By Tisize-packag:

Iwould have expected the source code of these tools to be available below

$ANDROID_SUILD_TOR/external , but i

srit. Actually, | did not find any place where Google shared the

exact version of SETools they used (FYI the GPL only mandates to share the code if it has been
macified), so we will have to guess and try and do as best as we can

The tools themselves are Python seripts, this a new evolution from SEToels 4 (in SEToals 3,

commands like sesearch were binary executable coded in ©).

show a version of 3.3.8:

However, the tools themselves still

$ SANDROID_BUILD TOP/extzrnal/selinux/prebuilts/bin/sesearch --version

3.3.8

So my guess is that Google ook some early development snapshot from SETools 4. Until 4.0.0
beta SETools relied on liksepol versoin 2.4, with 4.0.0 release they started 1o rely on the version
2.5 of the library which is not compatible with the version of SELinux bundled in Android 6.0 (you

can try o compile this, it will just Fail).

So thie wisest choice seems to go with SETools 4.0.0 Beta.
Install supplermentary dependencies:

=zudo apt-get install python-setuptools

Download and extract the source code

cd ~/android/

uget hrtps://github. con/’
tar x=f 4.8.8-beta.tar.g=
cd _/zetools-4.8.8-beta

setoals/archi

4.8.8-bets tar gz

Due te a bug affecting Flex 2.5, we need to remave -Wredundant-decls from compiler's flags:

=zed -i '/-Wredundant-decls/d' /zetup.py
And finally compile and install:

pythan ./setup.py build
sudo python _/setup.py install

You can install Ubuntu the traditional way by starting from a full-fledged live-DVD, but a faster
alternative is Lo use a nethoot install (textmade install) and select the desktop environment y¢
prefer at the end. Doing so will save you the initial update time by directly installing up-to-date
packages version instead of first installing obsolete ones, then asking to apply 389 pending

ble here.

start by selecting the
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Fetch Android source code

While similar, Ihe procedure details depends on the chosen ROM

+ For CyanogenMed, search for your device (select the vendor first) then el
bufle Cyancgentad” ink to get instruction adapted for your device.

» For ADSF fallow the procedure which starts here.

1t can be worth noting that CyanogeMod bundles in its source tree a tool alloy

beot_img files. Ta say it differently, CyanogenMod provides you a toal which:
access the sepelicy file stored in devices and ROM archives. Google's ADSF
such ool 30if you have no ather imperative using CyanogenMad's source tre
convenient chaice, otherwise you will have to install it appart (which is quick s
wiorry here)

Here 'm following CyanagenMod 13.0 (Andraid 6.0) procedure. Explanation o
used is available an the pages linked above. Please read them, the typescript
reference purposes.

Tip: Wiile | use ape-get in this post to stick to the lowest common denomin
everybody happy, you may prefer o use apeicude instead since it will take ca
dependencies in a better way (when remaving a package which required the i
dependencies, these dependencies will be removed tao, leaving your system 1
apritude command must be installed in Ubuntu but is available by default or

zudo apr-get install bison build-escential curl flex git gnupg gperf |

e e e e |

bn12- 1zap maven openjdk-7-jdk p schedtool squsshfs-tosl

zltproc iblg-dey ge=-multilib gcc-nululxh 1ib32ncursesS-dev \

1ib32readline-gplvi-dev 1ib32z-dev

nidir -p ~/Bin

mhdir 17 ~/android/system

PATH=/bin: SPATH

curl fittps:/ /sto leapi Eit-rep
~/Binjreps

«d -{andr-uidlsystelf

-global user.name “Vour Mane"

= :ur\‘fsg --global uzer_enail “youferample. cam

repo init -u https://github. con/Cyanogeniiod/android. git -b ca-13.8

repo sync

% Coffes time: around 206B are being downlosded, thiz may take several

source . /buildfenvsetup. sh

breakfast

ress 5 wibinfres

Mow you have a clean and nearly complete source tree. The propristary blobs
don't need them for SELinux refated tasks.

Tip: Felching the sources is a tedious process. it may be worth to do a snaps|
VM now.

Compile and install Android's SELinux toolset and libra

Mo the funny part of the trip begins 1

Unitil naw the procedure should have been pretty straightforward. The goal wi
that you have the very same environment as me. If yau do, the sequel should
straightforward too

Under the hoad Geogle's do nol hesitate to apply deep changes to Android's =
wersions, therefore the exact compilation steps will be quite certainly version
instance ADSP master shows that the sepalicy/ directory will be moved).

1will first share my exact procedure to compile and install Android's SElinux |
bt in order o keep the relevance of this post over e | il hen add some ¢
issues,

to follow in erder

Step-by-step procedure

Android's SELinux libraries provide the abstraction layer which will allow upper layer software to
deal with Android-specific SELinux policy files. We will therefore need Lo compule and install them
first (which, in itself, actually represents the core if the difficulties here, until you've found your way).

wie will then be able to build and install SELinux tools. As we will see, fortunately these do not need
to be Andraid specific, they only need to match the SELinux library version.

This procedure has been tested both using CyanogenMod and ADSF source code trees.

Compile and install Android SELinux libraries and first tools

First install dependances:

suds apt-get dnseall lshapol-dev libaudit-des libdbus-glib-1-des 1ibgei2 B-dev |

By m swig xmlta

In this post the variable 3aNDa0TD_BUTLD_ToR stores your source location (the directary where you
issued the repe zyne command). Feel free to change its name as you like.

ANDROID_BUILD_TOP=-/andredd/zysten
cd S&NDROTD_BUTLD_To@
source . /build/envsetup

By default the policy core utils compilation fails due lo restorecond 's Makefile being unable to
locate some libraries. You have to edit this Makefile in order to use paths dynamically generated by
pkg-config instead of hardcoded ones (do not confuse backticks with single quotes!):

zed -5 '2/*CFLAGS 2= -g -Werror -Wall -HS/E “pke- (urrfxg --cflags ——hh. dbus-1 ght-2.87/ 4

$ANDROID_BUILD,_ T
4

/zedinus/pal:

Feel free to open the Makefile with some text editor to ensure that the modification has been

correctly taken into account.
And naw compile and install:

cd SANDADID BUILD_TOP/external/bzipZ/
make -f Makefile-1ibbz2
sudo make install

cd SANDROID_BUILD TOP/external/libcap-ng/libcap-ng-8.7/
-/cenfigure

make

sudo make install

cd SANDADID_BUILD TOP/external/selimum,

make -C ./libzepal/

sude make -C /libsepal/ inseall

EMFLAGS=-PIC make -C _/libselinux/

zudo make -C /libzelimux/ install

make -C ./libzemanage/

suds make -C _/libsemanage/ install

make

zudo make inztall

make swigify

suds make install-pywezp

sudo cp ./checkpalicy/test/{dispal, dismod} fusr/bin/

Aftention: Do not miss the EMFLAGS=-FFIC environment varizhle setting when building libselim .
It will net generate any error yet, but in the next step you will be unable to build SETosls. In case you
missed it or did anything else wrong, simply issue 8 make clean and restart your compilation.




Step 3 — Parse “sepolicy” (cont.)

Finally can use "sesearch’ utility against rule file to run queries

allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

:~/setools$ sesearch --allow -s shell -c file -p write sepolicy
appdomain app_fuse_file:file { read write getattr append };
appdomain backup_data file:file { read write getattr };
appdomain cache_backup file:file { read write getattr };
appdomain cgroup:file { read lock getattr write ioctl open append };
appdomain fuse:file { rename setattr read lock create getattr write ioctl unlink open append };
appdomain qtaguid proc:file { read lock getattr write ioctl open append };
appdomain radio_data_file:file { read write getattr };
appdomain ringtone_file:file { read write getattr };
appdomain sdcardfs:file { rename setattr read lock create getattr write ioctl unlink open append };
appdomain selinuxfs:file { read lock getattr write ioctl open append };
appdomain shell_data_file:file { write getattr };
appdomain user_profile_data_file:file { rename setattr read lock create getattr write ioctl unlink open append };
appdomain vfat:file { read lock getattr write ioctl open append };
appdomain wallpaper_file:file { read write getattr };
domain cgroup:file { write lock open append };
domain debugfs_trace_marker:file { write lock open append };
domain debugfs_tracing:file { write lock open append };
shell app_data file:file { rename setattr read lock create getattr write ioctl unlink open append };
shell bootchart_data_file:file { rename setattr read lock create getattr write ioctl unlink open append };
shell debugfs_tracing:file { read lock getattr write ioctl open append };
shell media_rw_data_file:file { rename setattr read lock create getattr write ioctl unlink open append };
shell shell:file { read lock getattr write ioctl open append };
shell shell_data_file:file { rename execute setattr read lock create getattr execute no_trans write ioctl unlink open append

[allﬂu.shall.sha117*nr‘=“*1= f—coad wcita axecuta
allow shell sysfs_huawei_sensor:file { read write getattr open }J

};
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Step 4a — Map to a File/Service/Property

01:44:30 /Testing/Honor6X 7.0.0/seandroid$ grep -r sysfs huawei sensor file contexts |\
> awk '{print $1}'

/sys/class/sensors/acc_sensor/calibrate
/sys/class/sensors/acc_sensor/calibrate timeout

/sys/class/sensors/acc_sensor/info

/sys/class/sensors/acc_sensor/self test
/sys/class/sensors/acc_sensor/self test timeout
/sys/class/sensors/airpress sensor/read airpress
/sys/class/sensors/airpress sensor/set calidata

/sys/class/sensors/gyro sensor/self test
/sys/class/sensors/gyro sensor/self test timeout
/sys/class/sensors/handpress_sensor/calibrate

/sys/class/sensors/handpress _sensor/calibrate timeout
/sys/class/sensors/handpress_sensor/info

/sys/class/sensors/handpress _sensor/self test
/sys/class/sensors/handpress sensor/self test timeout
/sys/class/sensors/mag_sensor/info

/sys/class/sensors/mag sensor/self test
/sys/class/sensors/mag sensor/self test timeout

/sys/class/sensors/ois sensor/ois ctrl

/sys/class/sensors/ps_sensor/calibrate
/sys/class/sensors/ps_sensor/calibrate timeout

/sys/devices/platform/huawei sensor/acc_calibrate

/sys/devices/platform/huawei sensor/acc_info

/sys/devices/platform/huawei sensor/als_info
/sys/devices/platform/huawei sensor/gyro selfTest

/sys/devices/platform/huawei sensor/handpress calibrate
/sys/devices/platform/huawei sensor/handpress info

/sys/devices/platform/huawei sensor/handpress selfTest

/sys/devices/platform/huawei sensor/mag_info
/sys/devices/platform/huawei sensor/mag_selfTest
/sys/devices/platform/huawei sensor/ois ctrl
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Step 4a — Map to a File/Service/Property

Properties can lead to privilege escalation
“default_ctl_prop” labeled properties can start/stop “init” services
“system_prop” labeled properties can alter a lot of things normal apps shouldn’t be able to

Look for non-AOSP properties!!!
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Step 4a — Map to a File/Service/Property

:~/setoolsS sesearch -A -s netd -c property service -p set sepolicy
allow netd ctl mdnsd _prop:property service set;
allow netd|system :

05:50:14 /Testing/Honor6X 7.0.0/seandroid$ grep -T
net. u:object r:system prop:s@

system prop

property contexts

dev, object r:system_prop:s@
ro. == “read only” |ro. runtime. | object r:system prop:s@
W. object r:system prop:s0
ro.hw. object r:system prop:s0
Sys. object r:system_prop:s@
service. object r:system prop:s0
wlan. object r:system prop:s0

persist.sys. object r:system prop:s0
persist.service. object r:system_prop:s@
ersist.security. object r:system prop:s@

u:
u:
u:
u:
u:
u:
u:
u:
u:
u:
camera.fbcdraw.enable u:object r:system prop:s0
u:
u:
u:
u:
u:
u:
u:
u:
u:

camera.dump. raw2yuv object r:system prop:s0
camera.tunning.dump object r:system_prop:s@
camera.debug.dual.mode object r:system prop:s0
camera3.zsl.switch object r:system prop:s0
ump.preview. flag object r:system prop:s0
ump. raw. flag object r:system prop:s0
ump.feraw.flag object r:system prop:s0
ump.savekey.value object r:system prop:s0
ump.interval.fla object r:system prop:s@
u:object r:system prop:s0@

Non-AOSP!

ctl.inputlogcat
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Step 4b — Determine Privileged Contexts

= Special type of class: “capability”
- dac_override — Ignore DAC checks (1)
- dac_override_read — Ignore DAC read checks
- sys_module — Load kernel modules (1)
- fowner — 5 capabilities in one - Override all file owner requirements (e.g. for chmod, setxattr)
:~/setoolsS sesearch -A -c capability sepolicy |grep sys module
allow atcmdserver atcmdserver:capability { sys_module sys nice dac override net _raw sys_admin fsetid net_admin fowner };
allow hi110x_daemon hi118x_daemon:capability { setuid sys_module net_raw sys_nice dac_override dac_read_search chown fsetid

setgid net_admin fowner };
allow netd netd:capability { setuid sys_module dac_override net_raw chown fsetid kill setgid net_admin fowner };

Full list: https://selinuxproject.orag/page/ObjectClassesPerms
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Case Study: CVE-2017-3748, 3749, 3750

= Series of vulnerabilities that lead code execution as “root” on (a lot of) Lenovo devices

‘root” user and very powerful context

= Reported to Lenovo by Mandiant in 2016

Home > FireEye Blogs > Threat Research Blog > Back That App Up: Gaining Root on the Lenove Vibe

Back That App Up: Gaining Root on the
Lenovo Vibe

June 29, 2017 | by Jake “alletta | Threat Research
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Case Study: CVE-2017-3748, 3749, 3750

= Target: “/system/bin/nac_server”
- Running as root and “nac_server” SEAndroid domain
- Listens on local UNIX sockets for commands
- Executes files in ultra powerful “root_channel” context

- Incorrectly validates incoming commands (CVE-2017-3748, CVE-2017-3750)

Access to socket blocked by SEAndroid!

24:23:40 /% adb shell /data/local/tmp/socat abstract-connect:supercmdlocalsocket -

2015/02/05 15:32:50 socat[15987.4706304] E connect(3, AF=1 "\Osupercmdlocalsocket", 22):

B4:23:51 /%
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Case Study: CVE-2017-3748, 3749, 3750

= Use ‘sesearch’ to determine who can access socket
- Only “system_app” or “platform_app”
= Need code execution in a system application

- Local backups enabled in Lenovo “Idea Friend” application (CVE-2017-3749)

od:40-10 /% adb _shell ps -Z|grep ideafriend

u:r:platform app:s@ ud a4l 4623 356 com.lenovo.ideafriend
(G i £ B B -

EAN DIANT © Mandiant, a FireEye Company. All rights reserved. CONFIDENTIAL
A FireEye® Company

43



Case Study: CVE-2017-3748, 3749, 3750

= Still not a complete compromise!!

B1:03:59 fDevTesting/LenovoVibe/r2lb 2% sh root.sh
- Can't disable SEAndroid Connect phone. OK.
_ Pushing busybox...
- Can’t remount file systems [188%] /data/local/tmp/busybox

Restoring com.lenovo.security...
Now unlock your device and confirm the restore operation.
Once restore is complete, press enter.

Restoring com.lenovo.ideafriend...
Now unlock your device and confirm the restore operation.
Once restore is complete, press enter.

Trying 127.0.0.1...

Connected to localhost.

Escape character is "™]".

root@passion:/ # id

uid=8(reoot) gid=08(root) context=u:r:rooct channel:s@
root@passion:/ # |
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Closing Thoughts
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Wrap Up

If you're phone was released after 2014, you’re likely being protected by SEAndroid
SEAnNdroid has greatly complicated the attack surface for compromising a device

Exploitation is no longer as “find a root process and exploit it” to fully compromise a device
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Additional Resources

“The Case for Security Enhanced (SE) Android”, 2012
Stephen Smalley, NSA

“‘Honey, | Shrunk the Attack Surface”, 2017

Nick Kralevich, Google

SEAndroid Wiki:

http://selinuxproject.org/page/NB SEforAndroid 1

http://selinuxproject.org/page/NB SEforAndroid 2

Android Documentation:

https://source.android.com/security/selinux/
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Questions & Answers
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Contact Me

Email
jake.valletta@mandiant.com
javallet@gmail.com

Twitter
@jake_valletta

Additional Content by Me

FireEye Threat Research Blog
https://blog.thecobraden.com/

https://www.thecobraden.com/

https://qgithub.com/jakev/
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